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What is a Policy Brief?

A policy brief is a short publication

specifically designed to provide policy

makers with evidence on a policy ques-

tion or priority. Policy briefs

e Bring together existing evidence and
present it in an accessible format

e Use systematic methods and make
these transparent so that users can
have confidence in the material

e Tailor the way evidence is identified
and synthesised to reflect the nature
of the policy question and the
evidence available

e Are underpinned by a formal and
rigorous open peer review process
to ensure the independence of the
evidence presented.

Each brief has a one page key messages
section; a two page executive summary
giving a succinct overview of the find-
ings; and a 20 page review setting out
the evidence. The idea is to provide
instant access to key information and
additional detail for those involved in
drafting, informing or advising on the
policy issue.

Policy briefs provide evidence for policy-
makers not policy advice. They do not
seek to explain or advocate a policy
position but to set out clearly what is
known about it. They may outline the
evidence on different prospective policy
options and on implementation issues, but
they do not promote a particular option or
act as a manual for implementation.

This policy brief is one of a

new series to meet the needs of
policy-makers and health system
managers. The aim is to develop
key messages to support evidence-
informed policy-making and the
editors will continue to strengthen
the series by working with authors
to improve the consideration
given to policy options and
implementation.
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Key messages

There is an urgent but often unmet need to ensure
Europe’s health and care workforce have the right
digital skills and competencies.

Providing appropriate education and training is
central to digitizing health systems and to:

e Enabling the effective uptake of digital health
technologies

e Exploiting the capacity of new technologies to
improve patient outcomes, reduce administrative
burdens and improve working conditions

e Ensuring ethical practice that aligns with regulatory
requirements

e Implementing the European Health Data Space.

Digital skills education and training in the EU are
insufficient, with particular gaps for some professional
groups and more advanced digital health areas such as
robotics, artificial intelligence and genomics. There is also
an overreliance on courses in English.

The EU is an important player in terms of policy
direction, technical support and funding for digital
up-and-reskilling.

Competency frameworks guide core training and
education needs and - although they must be
adapted to different groups and contexts - tend to
include a core knowledge, skills and behaviours in
data literacy and information; communication and
collaboration; safety and security; problem solving and
analysis; and digital content creation.

All competency frameworks, and education and
training curricula, require regular review to ensure
that they keep up with the rapid pace of change of
digital technologies and are responsive to the
specificities of the care setting, the professions involved
and the national/regional context.

A set of “enablers” improve the availability of
digital skills education and training, not least:

e Comprehensive digital health strategies that focus on
learning opportunities

e Legislation that embeds digital skills and
competencies in education and training requirements

e Sufficient funding to provide education and training
at all levels

e Cooperation between sectors (particularly health and
education).

Digital skills can only be used effectively if digital
health technologies are well implemented, which in
turn requires the right technical infrastructure, funding
and legal frameworks.

Structural barriers such as staff shortages and
technological issues can reduce time and
motivation for digital skills education and training.

National and regional policy-makers can support
digital skills through vision and leadership and by

e Addressing the wider workforce challenges that block
participation

e Securing buy-in from professional associations

e Integrating it better into continuing professional
development

e Encouraging co-creation and monitoring and
evaluation of user experience to make technologies
user-friendly.

Employers can support digital skills through
organizational leadership, strategic allocation of training
budgets, embedding digital learning in day-to-day
activities and adapting opportunities to suit different
schedules.

Policy-makers also need to plan for new digital
roles in areas like genomics or personalized medicine
and to provide for additional support roles.

New roles will enable successful implementation
and offer career development opportunities that
may encourage retention and attract young people to
work in the health ecosystem.
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Executive summary

Health professionals need strong digital skills and
competencies to make the best use of digital health
tools in ways that support their work and improve
patient outcomes

Health professionals need appropriate digital skills and
competencies for their roles in order to use digital health
technologies effectively and ethically. This can help reduce
administrative burdens and enhance time spent on patient
care, ultimately contributing to better work environments and
improved health outcomes. Moreover, greater use of digital
health technologies is key to building resilient and well-
functioning health systems that can respond to future health
threats such as pandemics and climate change, can meet the
growing demand for health care from ageing populations and
will support the implementation of a strong European Health
Union. The European Union (EU) and its Member States are
taking action to support digital up-and-reskilling in the health
sector such as through increased funding, or developing
national/regional digital health strategies with improved
digital literacy as a core aim. Progress nevertheless varies
substantially between Member States and surveys show a
current gap in digital skills training and education for the
health and care workforce in the EU.

Much work has been undertaken to understand which
digital skills and competencies health professionals will
need to make best use of digital health technologies

Various digital competency frameworks for health
professionals have been proposed to guide education and
training initiatives. These frameworks emphasize the need for
competencies in digital literacy and information;
communication and collaboration; safety and security;
problem solving and analysis; and digital content creation.
Competencies in the areas of communication and
collaboration are also fundamental as digital health
technologies have enormous implications for provider—patient
and provider—provider interactions and team-based working.
Some countries have developed national/regional specific
competency frameworks; other countries have not yet
embarked on such exercises and may benefit from doing so.
Competency frameworks have also been adapted targeting
different health professionals and for different levels of
qualifications, recognizing that not all professionals will use
the same digital health technologies in the same ways.
Regularly reviewing competency frameworks, as well as
education and training curricula is important given the rapid
pace of technological change, in particular with the
emergence of Al.

There is a need for many countries to accelerate progress
in reforming education curricula and training
requirements

The availability of digital skills education and training courses
is currently not sufficient in the EU, with gaps in availability of
courses for certain skills levels, in non-English languages and
for more advanced areas of digital health. Moreover, many EU
Member States have not yet developed national/regional

regulations and legislation to embed digital health education
and training in core curricula and professional training
requirements, and accelerated work in this area is needed.
Education and training efforts are often hampered by a lack
of a national/regional authority designated as responsible for
overseeing development and implementation of such
initiatives. In certain cases, the responsibility for funding
continuing education and training falls predominantly on
employers, which poses risks when health care organizations
face budget constraints.

Political leadership, technical infrastructure, funding and
robust legal frameworks at the EU and nationallregional
levels are crucial for digital up-and-reskilling

Effective digital upskilling requires a systems-thinking
approach, starting with the development of a national policy
vision and strategy on digital up-and-reskilling; relevant
national/regional competency frameworks; mandated digital
skills and competencies in basic education and training, and
linked to continuing professional development requirements
where these systems exist; and specific funding for up-and-
reskilling activities. A regular survey in Member States and
European Economic Area/European Free Trade Association
(EEA/EFTA) countries to assess to what extent these elements
are in place could help identify gaps that might be hindering
digital up-and-reskilling. Coordination among stakeholders
(for example, ministries of health and education, professional
associations, education institutions, employers and private
sector actors) is crucial for effective implementation, requiring
strong leadership and capacity within ministries of health to
bring stakeholders together.

Employers play a key role both in providing education
and training and in creating an enabling environment for
health care professionals to learn and enhance their
digital skills

Employers play a key role in providing education and training
and a supportive environment for digital skill-building.
Effective digital skill-building requires organizational
leadership, designated funds for staff education and training,
accessible on-the-job training and flexible schedules. Peer
support and collaborative learning can help staff share best
practices and improve digital skills and competencies. Tailored
education and training paths linked to certifications and
career development, regular skills assessments and feedback
mechanisms can help maintain up-to-date competencies and
foster a culture of ongoing learning. However, the ability of
organizations to provide funding or time for education and
training is often shaped by structural and policy factors in the
health system, such as overall staff shortages or budget
constraints.

Individual motivation can play a role in ensuring that
digital skills education and training are completed, but
this is often shaped by organizational, structural and
policy factors

Some health professionals may hesitate to invest time in
digital education and training due to fears of job
displacement, preference for analogue methods, perceived
difficulty of using certain technologies, lack of trust, or
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uncertainty about patient care benefits and safety issues.
Some of these issues can be overcome by providing relevant
and practical education and training materials, but these need
to be in the national language, of high quality and available
before the roll-out of digital applications. Involving health
professionals’ representatives in the design of education and
training materials can improve usefulness and enhance
preparation for real-world scenarios. Similarly, involving health
professionals in the design and implementation of new digital
health technologies and systems can enhance usability and
foster motivation for continued learning.

Policy-makers and planners also need to plan for the
new and emerging technical and support roles in digital
health that will be needed to support frontline health
professionals

A major impediment to health professionals undertaking
digital skills education and training is the lack of available time
due to high workloads and staff shortages. Efforts to upskill
and reskill the workforce must therefore be placed within the
broader context of addressing workforce challenges through
strategic workforce planning, education, retention and
initiatives to attract professionals back into the sector.
Reforms to continuing education and training systems may be
needed to mandate dedicated time for education within work
hours and to prevent the financial burdens falling on health
professionals.

Policy-makers should also take steps to anticipate the need for
new and emerging technical and support roles for digital
health implementation that will aid frontline professionals,
such as digital clinical leads, clinical informatics specialists,
digital clinical safety officers, knowledge engineers, software
engineers, bioinformaticians, health data analysts, biomedical
engineers and cybersecurity experts. These roles reflect the
need for interdisciplinary skills within the health ecosystem,
combining health care expertise in technology, analytics and
cybersecurity. Providing education and training opportunities
for these roles can support human capital and skills
development for the wider workforce, benefiting the
economy even if individuals end up working elsewhere. It may
also encourage new and young talent to work in the health
sector, a key aim of the EU’s Pact for Skills initiative.
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1. Introduction: why this brief?

Health professionals need high-quality education
and training to make full use of digital health
technologies in ways that improve their working
conditions and patient care

Digital health technologies will play a pivotal role in the
delivery of health care in the European Union (EU) in the
coming decades. To ensure successful implementation,
health professionals need the necessary digital knowledge,
skills and competencies to adapt practice, to use
technologies relevant to their roles and to shape the digital
health (see Box 1) transition (BeWell, 2023). Possessing
appropriate digital skills and competencies can help health
professionals make evidence-informed decisions, perform
tasks efficiently, use technologies ethically and spend more
time on direct patient care, improving work environments
and health outcomes (BeWell, 2023). However, the health
and care workforce in the EU currently lacks sufficient digital
skills and competencies. Although it is challenging to find
recent estimates on digital skills among health professionals,
a 2016 survey determined that 80% of health professionals
and students responding to a survey in EU Member States
felt that they had insufficient or inadequate training in
ehealth or mhealth, while a majority reported no training in
use of digital health technologies (Steen & Mao, 2016). A
literature review from the Organisation for Economic Co-
operation and Development (OECD) meanwhile determined
that between 30 and 70% of health workers reported not
having all the digital skills needed to use technologies and to
engage with digital information (Socha-Dietrich, 2019).

Improving digital skills and competencies in the EU health
and care workforce is now critical. Policy-makers
acknowledge digital health technologies as central to
building resilient health systems that can respond to future
threats and meet the growing demand from ageing
populations (Winklemann, 2021; EIT Health, 2023).
Moreover, the creation of the European Health Data Space
(proposed in 2022 and adopted by the European Parliament
in April 2024), which aims to facilitate sharing and
accessibility of health data across borders for primary and
secondary use, has placed the digitization of health systems
at the heart of the European agenda and building a strong
European Health Union (European Commission, n.d.). In
addition, the Commission Delegated Directive (EU) 2024/782
has updated parts of the European Directive 2013/55/EU, to
include minimum training requirements related to digital
knowledge and skills of nurses, dental practitioners and
pharmacists; the delegated act, agreed by the European
Parliament and the Council of the EU, and which must be
implemented by Member States by May 2026 (European
Commission, 20244a). It is also important to note that various
professional and student associations have also requested
greater education and training on digital skills and
competencies to help them make more effective use of
digital health technologies both now and in the future
(EPSA, 2019; CPME, 2020; EFN, 2024).

Up-and-reskilling the EU health and care workforce
nevertheless faces multiple challenges. High workloads, poor
working conditions, rising mental health issues and burnout
since COVID-19, and increased violence and harassment
contribute to recruitment and retention issues (McPake et al.,
2023; Williams et al., 2024). These issues limit time for
education and training, while exhaustion and overwork may
undermine motivation. Challenges also relate to digital health
technologies themselves. For example, it is not always clear
which technologies will be implemented and widely adopted
in different health care settings or countries. In addition,
technological development is progressing relatively quickly,
and it may not be obvious exactly how a technology will be
used and what impact(s) it will have on different tasks, or
what future progress in this area will look like (NHS Health
Education England, 2019). This can create uncertainty for
health professionals who may fear losing their jobs, having to
take on tasks that they do not want to do, or who may feel
that there will be no added value for themselves or for
patients from digital health technologies. In some countries,
the legal and regulatory environment, financial
reimbursement for using certain digital health technologies,
or organization of work and delivery of health services may
not yet be sufficient to encourage uptake (Fahy et al., 2021).
These concerns mean that digital up-and-reskilling efforts
cannot be undertaken in isolation from other efforts to create
an enabling environment for the implementation of digital
health technologies, and to address workforce challenges
such as shortages, poor working conditions, and overwork
and burnout (McPake et al., 2023).

Box 1: What do we mean by digital health?

The World Health Organization (WHO) defines digital health as: “A
field of knowledge and practice associated with the development
and use of digital technologies to improve health” (WHO, 2021a).

Digital health developments were initially eHealth technologies such
as electronic health records, telehealth and ePrescriptions, among
others, that used information and communication technologies to
improve communication processes. The emergence of mobile devices
opened up new potential applications of mobile devices for health
(mHealth). These devices aim to empower individuals and provide
new services such as the remote monitoring of health status (for
example, blood pressure or glucose levels) and well-being. More
recently there have been rapid increases in the volume, velocity and
variety of available health data (whether collected through eHealth,
mHealth technologies or advances in genomics) and the
development of data-driven tools to analyse these “big data”,
including through artificial intelligence (Al) and machine learning. The
term “digital health” encompasses the concepts of eHealth, mHealth
and developments in big data and new technology, including Al
(Fahy et al., 2021).

The EU has launched various initiatives tied to
funding opportunities to support the digital up-
and-reskilling of the health and care workforce,
including the BeWell project

EU Member States need to ensure that skills and
competencies are sufficiently developed among the health
and care workforce to make full use of existing digital health
technologies and to support the development of core skills,
such as critical thinking and problem solving, which offer a



Policy brief

baseline for navigating through new digital territory in the
coming years. Furthermore, policy-makers and planners will
need to explore and plan for new and emerging technical
and support roles in digital health that will be needed to
support implementation and to lead the digital
transformation.

Alongside implementation of the European Health Data
Space, the EU has launched several initiatives to support up-
and-reskilling of the health and care workforce. These
initiatives have been supported by various funding
instruments, such as the European Social Fund Plus (ESF+), the
Recovery and Resilience Facility, Digital Europe Programme,
Horizon Europe, Technical Support Instrument, EU4Health
programme and Erasmus+. One such initiative funded under
ERASMUS+ is BeWell, a multistakeholder partnership that will
run from 2022 to 2026. BeWell contributes to the
Commission’s “Pact for Skills” initiative (European
Commission, 2023), which aims to bring together public
sector and private sector organizations to take concrete action
to up-and-reskill the European population. Focusing on the
health ecosystem, BeWell aims to:

e Develop skills intelligence on the digital and green
skills needs of the health workforce

e Establish the first Blueprint Alliance for the health
ecosystem to create a skills strategy to be
implemented at a local, regional, national and,
ultimately, European level

e lLaunch a pan-European and multi-stakeholder large-
scale skills partnership under the Pact for Skills initiative,
which aims to promote 75% of health care
professionals participating in digital skills training
opportunities by 2030

e Develop and implement a pilot training programme
on digital and green skills in the health care sector
and for emerging occupational profiles

This policy brief aims to support health professionals,
policy-makers and other health sector actors in
planning digital upskilling and reskilling initiatives

The policy brief has been developed by the BeWell project
consortium (BeWell, 2025a). It aims to bring together
available evidence to:

e explore the core digital competencies and skills that are
needed in the health and care workforce to support use of
digital health technologies, taking into account: (1) the
increased workload and the difficult working conditions in
which frontline health professionals and the wider health
and care ecosystem need to operate; (2) changing
occupational profiles in the health and care sectors and
the evolving area of health digitization

e assess what types of digital skills education and training
courses are currently available

e identify the barriers and facilitators to ensuring that health
professionals have access to digital skills education and
training programmes

e support frontline health professionals to up-and-reskill to
effectively use digital health technologies in ways that
motivate and support them to stay in the profession.

Evidence used in the policy brief has been taken
predominantly from completed BeWell deliverables that have
been achieved so far at the half-way point of the project,
alongside a review of existing literature (Box 2). The
remainder of the brief is organized as follows. Section 2
discusses new and emerging digital health roles, including
technical and support roles, and explores core digital skills
and competencies needed now and in the future. It also
introduces digital competency matrices from the BeWell
project. Section 3 reviews existing digital skills education and
training initiatives for health professionals in the EU and also
introduces BeWell project training courses. Section 4
presents results from six focus group discussions on
facilitators and barriers affecting access to digital skills
training and education for health professionals. Section 5
concludes with potential actions to support digital up-and-
reskilling for health professionals.

Box 2: Research questions and methods
This policy brief answers three main research questions:

e \What are the core skills and competencies associated with digital
health technologies for the health and care workforce?

e \What is the current availability of digital skills education and
professional training programmes for health professionals
(whether vocational, academic or part of professional
development)?

e What are the barriers and facilitators to ensuring that health
professionals have access to digital skills education and training
programmes?

In this brief, we use WHO terminology to refer to the health and care
workforce. This definition encompasses health workers, who are all
people primarily engaged in actions with the primary intent of
enhancing health, and care workers provide direct personal care
services in the home, in health care and residential settings (WHO,
2021b). The term health professionals used in this brief aligns with
the International Standard Classification of Occupations (ISCO-08)
and includes doctors, nurses, dentists, pharmacists, paramedics and
allied health professionals, among other professional groups (ILO,
n.d.).Evidence for the policy brief is drawn primarily from previous
deliverables of the BeWell project. Sections 2, 3 and 4 draw on a
scoping review of the available grey and peer-reviewed literature,
which explored: (1) new and existing roles in health care associated
with digital health technologies; (2) core digital skills and
competencies needed in the health and care workforce; (3) available
digital skills education and training courses for continuing education
and professional training in the EU. Section 2 also presents BeWell
competency matrices developed by work package 4, and Section 3
introduces BeWell education and training courses developed by work
packages 5 and 6. Section 4 presents findings from six focus group
discussions conducted as part of work package 2, which aimed to
understand facilitators and barriers to implementation and uptake of
digital skills and competencies education and training initiatives.
Focus group discussions were held in in six European countries, with
different types of health systems at different stages of digital health
development and implementation: Austria, Bulgaria, Germany, Italy,
Norway and Romania, A mix of experts participated in focus group
discussions including: national/regional health policy-makers, health
professionals, researchers, representatives from education
institutions, representatives from professional associations, students
and experts from other EU-funded projects. A more detailed
overview of focus group discussion participants can be found in Table
ATl in the annex.
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2. What new and emerging roles, skills

and competencies in the health and care
workforce are associated with digital health
technologies?

Digital up-and-reskilling is not just about ensuring that
frontline health professionals have the necessary skills and
competencies to use digital health technologies. It is also
ensuring that the health and care workforce have the
necessary skills and competencies to play a full role in
leading, implementing and managing the digital transition.
This is necessitating change within the health and care
workforce in terms of the creation of new and emerging
roles, both for frontline health professionals and for other
managerial, technical and support roles. This section
therefore first explores how digital health technologies are
creating opportunities for health professionals to take on
new roles, before reflecting on new and emerging technical
and support roles that will be increasingly needed to
implement and manage digital health technologies and
systems. The section then provides an overview of core
competencies (Box 3) that health professionals need to make
best use of digital health technologies now and in the
future.

It should be noted that not all roles explored in this section
will be deemed necessary in all countries, and other roles
not explored may be deemed more important or may
emerge as technologies evolve. Country-specific expert
reviews can be useful tools to map out how digital health
progress will change the roles, skills profiles and digital
competencies needed in specific countries. A useful example
is the Topol Review conducted in England (NHS Health
Education England, 2019).

Box 3: What do we mean by knowledge, skills and competencies?

The following definitions of knowledge, skills and
competencies are used in this brief:

Knowledge: The outcome of the assimilation of information
through learning. Knowledge is the body of facts, principles, theories
and practices that is related to a field of study or work. In the context
of the European Qualifications Framework, knowledge is described as
theoretical and/or factual.

Skills: The ability to apply knowledge and use know-how to
complete tasks and solve problems. In the context of the European
Qualifications Framework, skills are described as cognitive (involving
the use of logical, intuitive and creative thinking) or practical
(involving manual dexterity and the use of methods, materials, tools
and instruments).

Competence: The European Centre for the Development of Vocational
Training (CEDEFOP) database defines competence as “demonstrated
ability to use knowledge, know-how, experience and — job-related,
personal, social or methodological — skills, in work or learning situations
and in professional and personal development (Cedefop, 2017).
Competence is not limited to cognitive elements (involving the use of
theory, concepts or tacit knowledge); it also encompasses functional
aspects — including technical skills — as well as interpersonal attributes
(for example, social or organizational skills) and ethical values. (In the
context of the European Qualifications Framework, competence is
described in terms of responsibility and autonomy).

2.1 New and emerging roles related to digital health
technologies

Digital health technologies are creating opportunities
for interested health professionals to take on new
clinical roles

As primary users of digital health technologies, health
professionals are central to ensuring their successful, safe
and effective implementation, uptake and continued use.
Recognizing that health professionals are key to informing
digitization processes in their organizations, a number of
health systems have started to introduce important digital
clinical roles that are specific to the implementation of digital
health technologies. These new and emerging digital clinical
roles hold the potential to open up new career development
opportunities for interested health professionals, which
could provide incentives for these individuals to remain
working in the health sector. Their emergence also provides
further incentives for policy-makers and planners to ensure
that current and future health professionals have
opportunities for interdisciplinary education and training at
undergraduate and specialist levels and for continuing
professional development. Some examples are described
below, although it should be noted that names and
responsibilities will vary between countries.

One such example of a new digital clinical role includes
digital clinical leads, who work with multidisciplinary teams
within organizations (for example, hospitals, general
practitioner (GP) practices, and regional or local networks of
health providers) to understand implementation requirements
for a digital health technology such as an electronic health
record (EHR), to provide education and training for health
professionals and other users, and to monitor and evaluate
effectiveness and safety of systems and contribute to quality
improvement, among other tasks (Digital Health Intelligence,
2024). Digital clinical leads often receive support from other
clinical support team members. Another important
emerging role is clinical informatics specialists, who
analyse data to understand how digital health technologies
affect patient outcomes and workflows, help to address
system problems including by liaising between clinical staff
and technical staff such as health data analysts, and train
health professionals to use relevant technologies (NHS
England, n.d.). Another new role that will play a critical role in
health systems going forward are digital clinical safety
officers, who oversee the integration, implementation and
operation of health information technology (IT) systems (for
example, EHR, telehealth platforms), to minimize risks
associated with digital technologies, assess impact on patient
care and ensure compliance with clinical safety standards and
regulations.

The exact responsibilities of these roles, and whether they
will become accredited career pathways with accompanying
standardized education and training and certification will be
context specific. Moreover, whether or not these roles are
undertaken full-time or part-time alongside face-to-face
clinical work will depend on the actual role, workforce
needs, organizational priorities and individual preferences.
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Advances in digital health technologies are creating a
need for new technical and support roles to oversee
their design, implementation and functioning

New and emerging technical and other support roles will
also be needed to support the implementation of digital
health systems, which will have implications for the
composition of the wider health and care workforce in the
future. These technical and support roles for digital health
undertake a variety of tasks, from the communication of
information, the development of software and codes,
analysing data and the establishment of networks, training
of users, to the guarantee of security (Rimpildinen, Morrison
& Rooney, 2018; Rimpildinen et al., 2019).

Previous research has identified several specific technical and
support roles that will become particularly important in
health systems (Rimpildinen, Morrison & Rooney, 2018;
Rimpildinen et al., 2019). These include: knowledge
engineers, who work with clinicians, data scientists and IT
specialists to create systems that enhance clinical decision-
making, improve patient care and streamline health care
processes; software engineers, who develop software
solutions to improve patient care, streamline hospital
operations and enhance medical research;
bioinformaticians, who analyse and interpret biological
data (for example, genomics, proteomics) to advance
scientific research and health care; health data analysts,
who collect and analyse health-related data to improve
patient care, optimize operational efficiency and support
strategic decision-making, including data analysts focused
on artificial intelligence (Al); biomedical engineers, who
apply principles of engineering and biology to design,
develop and maintain the medical devices, equipment and
software used in health care; and cybersecurity experts,
who protect sensitive medical information and health care
systems from cyber threats. New or modified managerial
and legal roles are also likely to be needed so that digital
health solutions are implemented fully and run smoothly,
resources are used effectively to improve staff and patient
outcomes, and regulatory requirements — such as those
arising from the European Health Data Space and new EU Al
Act (European Parliament, 2024) — are met (Rimpiléinen,
Morrison & Rooney, 2018; Rimpildinen et al., 2019).

These technical and support roles reflect the need for
interdisciplinary skills within the health ecosystem,
combining health care expertise with technology, analytics
and cybersecurity. This can contribute to ensuring that
health systems are able to fully benefit from advances in
digital health.

2.2 Core digital competencies needed by health care
professionals

There is no overarching competency framework for the
health and care workforce as they need to be adapted
to nationallregional contexts and specific roles and
professions

A number of competency frameworks for the health and
care workforce have been developed by various actors
including, among others, national/regional health care
policy-making agencies, professional associations, education
institutions and EU-funded projects. These frameworks have
often been tailored to national or regional contexts and
specific professions or roles, reflecting unique models of
health system delivery and the fact that different professions
and roles will use digital technologies to different extents
and in different ways. An assessment of these frameworks
nevertheless reveals a common understanding that core
digital skills and competencies will be needed in data literacy
and using digital health technologies, as well as in
communication and collaboration, and safety and security.
There is also growing recognition of the need for
competencies related to problem solving and analysis and
digital content creation.

One of the most widely referred to digital competency
frameworks in the EU context is the European Commission’s
(EC) DigComp 2.2 (Vuorikari, Kluzer & Punie, 2022;
European Commission, 2024b). Despite being developed for
the population more generally and not the health and care
workforce specifically, DigComp 2.2 provides a useful
starting point for considering categories and sub-categories
of relevant competencies and skills necessary in the field of
digital health. Under this framework, digital competence for
the general population is organized into five dimensions:
information and data literacy; communication and
collaboration; digital content creation; safety; and problem
solving. The DigiComp framework has been adapted to
different national and regional contexts and tailored towards
specific health care professions (see Box 4).
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Box 4: The EC's DigComp 2.2 Framework has been adapted for primary health care professionals by the IKANOS project in the
Basque country, Spain

In 2012, the Government of the Basque country in Spain launched the Agenda Digital de Euskadi 2015 (AD@15) to enhance the digital
competence of citizens, civil servants, businesses and others. The IKANOS project was launched as part of this agenda to help create a clear
system of training on digital skills, starting with identifying what skills need to be improved (strategy) and how identified skills gap could be
improved (action).

A core task of IKANOS was the development of profession-specific competency frameworks. These frameworks took the ECs DigComp
Framework (now on version 2.2) as a starting point; some sub-competencies not deemed relevant for certain professions were removed, while
other sub-competencies were added according to the tasks undertaken by specific professions. Digital competencies and sub-competencies were
classified as: core and mandatory for the tasks associated with a specific profession; transversal and common to IT-based work in the sector; or
complementary and able to enhance work performance, but not strictly necessary. Competencies and sub-competencies were further classified
according to the level of expertise: 1. Basic A1 and A2; 2. Intermediate B1 and B2; Advanced C1 and C2; Expert D1 and D2. Experts,
including health care professionals, were interviewed to inform the development of competency frameworks and to further outline competency
descriptions. A self-assessment tool has been developed for users to evaluate their digital skills, and an external digital competence certification
system has been developed so that users can gain credit for their skills. In health care, digital competency frameworks have been developed for
primary care, including for doctors, leaders and administrative staff. An example of the profession-specific competency framework for primary
care doctors is shown in Table 1.

Table 1: A digital competency framework for primary health care doctors in the Basque country, Spain

Competency Sub-area Expected

1. Information and data 1.1 Browsing, searching and filtering data, information and digital content 1
literacy 1.1.1 Use internal clinical information services a1
1.1.2 Use external clinical information services (@

1.2 Evaluating data, information and digital content 1

1.2.1 Evaluate the quality of clinical information 1
1.2.2 Evaluate patient apps B2

1.3 Managing data, information and digital content (@

1.3.1 Know and maintain an integrated management system c1

1.3.2 Order and delete versions of documents B1
1.3.3 Content adaption B2
2. Communication 2.1 Interacting through digital technologies B2
and collaboration 2.1.1 Make videocalls (with a specified programme) B2
2.2 Sharing through digital technologies B2

2.2.1 Share documents (through a specified platform) c1

2.2.2 Share information (through a specified platform) B1

2.3 Engaging in citizenship through digital technologies -
2.4 Collaborating through digital technologies B2

2.4.1 Manage knowledge (through a specified programme) B1

2.4.2 Collaborate in projects (using a specified programme) B2

2.4.2 Increase online relation with clients B1

2.5 Netiquette* B1

2.6 Managing digital identity A1l

3. Digital content 3.1 Developing digital content c1
creation 3.2 Integrating and re-elaborating digital content 1
3.3 Copyright and licensing A2
3.4 Programming A2
4. Safety 4.1 Protecting devices A2
4.2 Protecting personal data and privacy A2
4.3 Protecting health and well-being A2
4.4 Protecting the environment A2
5. Problem solving 5.1 Solving technical problems A2
5.2 Identifying needs and technological responses A2

5.3 Identifying digital competence gaps -
5.4 Creatively using digital technologies A2

Notes: Core digital competence; transversal digital competence; complementary digital competence; not necessary for the role. Level of
expertise: 1. Basic A1 and A2; 2. Intermediate B1 and B2; 3. Advanced C1 and C2; 4. Expert D1 and D2.

*Netiquette: understanding how to behave and communicate appropriately online, including in emails, social media, forums etc.
Source for Box: AARC consortium (2023).
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Table 2: Suggested necessary digital competencies for doctors according to the CPME

General digital skills

Data protection and ICT safety Telemedicine

Technical digital skills

Patient-doctor relations

Digital communication

Problem-solving with ICT tools Health apps and smart devices

Legal and ethical considerations of
health data and of using digital tools

Avrtificial intelligence and clinical decision support

Digital collaboration

Data literacy/analytics and bioinformatics

Promoting digital health literacy

Virtual and augmented reality

Robotics

Notes: CPME: Standing Committee for European Doctors; ICT: information and communication technology.

Source: Standing Committee for European Doctors (2024).

Another widely cited digital competency framework is
HITCOMP (Health Information Technology Competencies),
developed as part of the EU-US eHealth Work Project
funded by Horizon 2020. HITCOMP identifies competencies
for five types of health care roles in acute settings including:
roles providing direct patient care; administration;
engineering or information, communication and technology;
informatics; and research or biomedicine (Nazeha et al.,
2020). Over 1 000 individual digital competencies across
these roles were identified, which were grouped into

33 areas of competence, and 6 competency quadrants:
administrative; clinical; communication; health data;
operational; and patient — see AARC consortium (2023) for
more details. Each individual competency was also defined
by difficulty level to indicate “the grade of experience and
skill” required to achieve them. The EU-US eHealth
workforce project has also developed an introductory course
in eHealth tied to these competencies and a self-assessment
guestionnaire to help individuals assess their level of digital
literacy (AARC consortium, 2023).

Professional actors have also taken steps to develop digital
competency frameworks for specific professions. For
example, the Standing Committee for European Doctors
(CPME), which represents national medical associations
across Europe, has suggested that current and future
medical doctors should possess a number of digital
competencies in three domains: general digital skills,
technical digital skills and patient—doctor relationship
(Table 2).

Recent systematic reviews have attempted to synthesize
core digital competencies identified in various
competency frameworks

Interest in digital competencies for health professionals has
grown substantially in the last decade, and a number of
systematic reviews have attempted to produce a synthesis of
the core competencies proposed by different competency
frameworks. Although these reviews have identified similar

core competencies — notably related to data literacy and
information, communication and collaboration, and safety
and security — authors have organized and classified them
into different domains.

In a review of academic studies contained in Web of Science
and Scopus databases, Fernandez-Luque, Ramirez-Montoya
and Corddn-Garcia (2021) identified 248 relevant studies in
English and Spanish that explored digital competencies for
health professionals. The review analysed competencies
according to the DigComp framework, determining that the
vast majority of included studies focused on competencies
within the first domain — information literacy (168 papers),
with 27 papers concerned with competence in
communication, 24 with content creation, 19 with safety,
and 12 with problem-solving. The review also determined
that digital competence learning was developed primarily
within the university context rather than the workplace.

Nazeha et al. (2020), meanwhile searched available peer-
reviewed and grey literature published from 2000 to 2019
and identified 30 digital health skills competency
frameworks, with the majority targeting nurses

(14 frameworks) and doctors (4 frameworks). A synthesis of
these frameworks identified 28 digital competency domains,
with the most common domains encompassing: (1) basic IT
literacy; (2) health information management; (3) digital
communication; (4) ethical, legal or regulatory requirements
and (5) data privacy and security (Nazeha et al., 2020).

Another systematic review by Longhini, Rossettini and Palese
(2022), which included 26 studies published between 1999
and 2021, identified four common domains of digital health
competencies for health care professionals: (1) self-rated
competencies (including digital literacy, eHealth literacy,
patient-oriented competencies, process of care-oriented
competencies); (2) psychological and emotional aspects
toward the use of digital technologies (including attitudes
and beliefs; confidence; awareness); (3) general use of
digital technologies and (4) knowledge about digital
technologies (Longhini, Rossettini & Palese, 2022).
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Mainz et al. (2024) meanwhile conducted a systematic
review of peer-reviewed and grey literature published
between 2013 and 2023, to identify and summarize core
digital competencies deemed essential for the health and
care workforce. The final review contained 46 studies and
identified core competencies in four main areas: (1)
technical, including technical proficiency, safety, security and
ethics, administration of technology and anticipation of
future needs; (2) social, including communication,
collaboration and networking, teaching and patient

Box 5: The digitally oriented BeWell project competency matrices

empowerment; (3) methodological, including processing
data and information, research and creation, problem
solving and continuous learning and (4) personal including
critical thinking, self-reflection, innovation and
professionalism.

Based on findings from available literature and existing
frameworks - in particular DigComp 2.2, the BeWell project
has developed a competency matrix and related submatrices
on digital skills and competencies. to help guide the
development of training courses (Box 5).

A key output of the BeWell project has been the development of a digital skills competency matrix and related submatrices (Olson-Binelli et al.,
2024). The main uses of competency matrices are: (1) to support the development of the nine BeWell training programmes and courses (see
Section 3); (2) to serve as the main source for referencing in an assessment process.

The general digital BeWell competency matrix aligns closely with the EC's DigComp 2.2 Framework and includes five areas of competence: (1)
information and data literacy; (2) digital teambuilding and communication; (3) digital tools, content creation and copyright; (4) safety and
cybersecurity and (5) digital problem solving (Fig. 1). It was adapted based on a scoping review of the literature and also feedback from project
partners and expert stakeholders. The competency matrices were developed in accordance with the principles of the European Qualifications
Framework (EQF), and operationalized through the specifications of the European Credit system for Vocational Education and Training (ECVET)
and the European Quality Assurance in Vocational Education and Training (EQAVET).

Figure 1: BeWell digital skills competency matrix
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3. What digital skills education and training
initiatives for health professionals are
available in the EU?

This section first provides results from a literature search on
availability of existing education and training initiatives for
the health and care workforce in the EU. It then explores
initiatives funded by the EU, including courses developed by
the BeWell project.

3.1 Assessing available digital skills and education
training courses

The availability of digital skills education and training
varies between EU Member States and is lacking for
advanced digital health areas and certain professions

Some countries have not yet developed comprehensive
continuing digital education and training programmes for
the health and care workforce tied to broader digital health
strategies. A survey from the World Health Organization
Regional Office for Europe (WHO/EURO) for instance
showed that one in five responding EU Member States in
2024 reported that no tertiary institutions in their country
provided certified education in digital health for students of
health sciences (author calculations based on WHO/EURO,
2024a). Moreover, almost one-third of responding EU
Member States reported that no institutions or organizations
in their country offered in-service training in digital health as
part of continuing education for health professionals (author
calculations based on WHO/EURO, 2024b). Where digital
education and training are available it may only exist for
certain professional groups (for example, doctors and
nurses), only cover certain digital health technologies
(especially eHealth technologies), be an elective course, or
not be taught to a sufficient level (WHO/EURO, 2016;
Socha-Dietrich, 2019).

A number of mapping studies and systematic reviews
conducted in the past 5 years have also found that the
availability of digital skills education and training courses is
currently not sufficient to meet the needs of the health and
care workforce, with gaps in availability of courses for
certain professions, in non-English languages and for more
advanced areas of digital health.

A mapping study by Kaihlanen et al. (2024) using online
sources and a survey of experts in 25 EU Member States
(excluding Bulgaria and Luxembourg), revealed different
approaches towards continuing education on digital skills for
the health and care workforce across the region. In half of
the included countries (Belgium, Denmark, Estonia, Finland,
Germany, Greece, Ireland, Italy, Lithuania, Malta, the
Kingdom of the Netherlands, Portugal, Romania and
Sweden), no national coordination or systematic approach
for continuing education in digital skills was reported, with
an absence of national regulations or an authority
designated as responsible for implementing education and
training (Kaihlanen et al., 2024). In addition, comprehensive

systems of accreditation were generally absent, although
they were found in some countries including Austria, France,
Portugal and Romania. In other countries (Denmark, Finland,
Latvia, Malta, Romania and Sweden), accreditation was
available for university-level courses. Ireland was the only
country reporting accreditation for self-learning provided it
was undertaken on an authorized national platform
(Kaihlanen et al., 2024).

The review found that different stakeholders were
responsible for organizing education and training including
educational institutions, employers, third parties and
national authorities (Kaihlanen et al., 2024). Available
courses covered different areas including EHR, mHealth,
telemedicine, digital clinical guidance, ethical considerations,
Al and algorithmic thinking, and three-dimensional printing.
However, availability of advanced courses on comprehensive
digital skills were lacking and there were inequalities in
terms of availability (for example, only being available for
health professionals having completed at least a 3-year
Bachelor degree) (Kaihlanen et al., 2024). It was also noted
that health professionals often had to seek out and attend
courses themselves, and it was unclear whether education
and training could be completed during working hours or if
other incentives to uptake were available.

Giunti et al. (2019) meanwhile assessed the curricula of
302 medical schools in the then 28 EU Member States to
evaluate the provision of graduate-level courses on “health
information technology” (this term used by the authors
encompassed “medical informatics, health information and
communications technology (ICT), eHealth, mHealth,
biomedical and health informatics, consumer health
informatics, digital health, and other variations”). The
authors found uneven development of courses on digital
health across EU Member States, reporting that less than
30% of all medical degrees in these countries offered
graduate-level courses on health information technology;
two-thirds of available courses were mandatory (Giunti et
al., 2019). The majority of courses were focused on
telemedicine, eHealth, statistics, and medical or health
informatics, with courses on more advanced topics such as
Al, robotics or virtual reality not readily available, and only
offered in universities in Germany, Ireland and Poland. It
should be noted that this study was conducted just before
the COVID-19 pandemic, and availability of courses may
have increased since this time.

Tischendorf et al. (2024), conducted a systematic review of
German-language and English-language peer-reviewed
literature to explore continuing education and training
courses specifically for nurses. They identified eight studies
for inclusion in their review, and determined that “specific
and well-studied continuing education and training
programs for the development of digital competencies of
nursing professionals do not yet exist” (Tischendorf et al.,
2024). The authors did, however, note a movement towards
integration of digitalization in both higher education and
continuing and further professional development.
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3.2 Digital skills education and training initiatives
for the health and care workforce funded by the EU

Various projects have also been funded by the EU
specifically to support the development of digital skills
education and training courses among the health and

example, TRANSITION and DigiCanTrain), while others are
targeted towards specific care areas such as hospitals (for
example, e-Hospital4Future). Other projects funded under
Erasmus+ include STUDICODE, which focused on improving
digital competence in dementia education, and eLILY2
Project, which focused on eHealth literacy and learning skills

care workforce among nurses working with older people. The DS4Health
project co-funded by the European Union’s DIGITAL Europe —
European Health and Digital Executive Agency has designed
an international Master’s programme in digital health that
aims to deepen insight in design, use and development of
digital technologies to form a modern, ethically responsible,
efficient and citizen-centred health care system (DS4Health,
2024). BeWell has also developed a number of education
and training courses targeting all professional groups and
other occupations (see Box 6).

The EU has funded various projects that aim to develop
more freely available digital skills training courses for the
health and care workforce. For example, the EU4Health
programme has funded a range of projects that target a
range of health professionals including doctors, nurses and
pharmacists and other allied health professionals (for
example, H-PASS and DDS-MAP projects). Some projects are
focused on particular specialties, notably oncology (for

Box 6: The BeWell project has developed education and training courses targeting a variety of health professionals and other
occupations

The BeWell project has developed education and training programmes targeting a range of health professions and other occupations in the
health ecosystem (nurses, doctors, pharmacists, operators, managers, public health professionals) and professionals in emerging occupations. To
identify priority areas for training courses to target, a needs assessment was carried out in 2023 in six pilot countries (Bulgaria, Germany, Greece,
[taly, Norway, Romania), consisting of a survey of medical doctors, nurses, nurses’ aides, technicians and administration, management and
supply chain staff. Following this needs assessment, five areas were deemed priority areas for digital skills training (information and data literacy;
digital teambuilding and communication; digital tools, content creation and copyright; safety and cybersecurity; digital problem solving) and

12 pilot courses were developed covering these areas (Table 3).

Table 3: Priority areas for digital skills training courses in BeWell

Training programme competency areas Courses*

e Information and data literacy e Picture Archiving and Communication System (PACS), e-file, Radiology Information System (RIS)
e Digital skills for nurses and allied health care professionals

¢ Digital teambuilding and communication e Increase Microsoft and Google Suite Knowledge

e Telemedicine

o Picture Archiving and Communication System (PACS), e-file, Radiology
e Digital skills for nurses and allied health care professionals

e Digital tools, content creation and copy- e Increase Microsoft and Google suite knowledge
right o Telehealth
e Digital skills for nurses and allied health care professionals

e Safety and cybersecurity e General Data Protection Regulation
o Cybersecurity for Health Care Staff
o Telemedicine

e Digital problem solving e Problem-solving and Digital Tools
e Telemedicine

o Health care ICT

e Basics of Data Analytics

Notes: ICT: information and communication technology.
*Some courses are repeated twice as they are taught from different educational perspectives and linked to more than one area of competence.

Source: BeWell (2025b).

Box 6 continued on next page >>>


https://hpass.healthworkforce.eu/
https://ddsmap.easpd.eu/
https://eh4future.eu/
https://erasmus-plus.ec.europa.eu/projects/search/details/2020-1-DE01-KA226-HE-005786
https://erasmus-plus.ec.europa.eu/projects/search/details/2020-1-CY01-KA202-065962
https://www.digitalskills4health.eu/
https://health.ec.europa.eu/non-communicable-diseases/cancer/europes-beating-cancer-plan-eu4health-financed-projects/projects/transition_en?prefLang=it
https://www.europeancancer.org/hpv/impact/resource/digicantrain.html
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>>> Box 6 continued from previous page

The training programmes were co-created by universities, vocational education and training providers, and companies and will reach target
populations through initial education and continuing professional development. Courses have been developed in accordance with the principles
of the European Qualifications Framework (EQF) and operationalized through the specifications of the European Credit system for Vocational
Education and Training (ECVET). Each course is divided into several modules. All training course materials have been translated into several
languages including Bulgarian, German, Italian, Norwegian, Greek and Romanian. Efforts are underway to ensure that the courses will be
accredited. The courses can be found on the EU SkillsCourses website (Fig. 2): https:/skillscourses.eu/bewell/bewell-digital-skills

Figure 2: BeWell digital skills education and training courses
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The EU and BeWell have developed monitors to track
and raise awareness of available education and training
courses for health professionals

To increase awareness of and help health professionals
identify available digital skills courses, the BeWell project has
created a digital and green skills monitor (Box 7;
https://bewell-project.eu/trainings/), which provides an
overview of up-and-reskilling possibilities that empower

the digitalization and greening of the health and care sector.
The EU Directorate-General for Communications Networks,
Content and Technology has similarly created a Digital Skills
and Jobs Platform that collates training opportunities on
digital skills and emerging technologies from all around
Europe; filters can be used to search for specific health-
related courses.

Box 7: To help health professionals find available digital skills
courses, the BeWell project has created a digital and green
skills monitor

The BeWell skills monitor aims to provide an overview of up-and-
reskilling possibilities that empower the digitalization and greening of
the health and care sector. The monitor captures information on
professional development opportunities; basic training, such as
undergraduate programmes or specialty practices, is not included in
the monitor. The monitor provides an overview of the various
features of digital and green skills courses, including: subject area;
targeted health professionals, cost; language; provider; length of
time to complete; qualification level and a link to further information.

An initial pilot version of the monitor was created that was tested
with the wider BeWell partnership and experts attending the
European Health Management Association (EHMA) conference in
June 2023 to test usefulness and usability; it was subsequently
modified according to feedback received. To populate the pilot
version of the monitor, a mapping exercise of available digital skills
courses in EU/EEA/EFTA countries and the United Kingdom was
conducted from January to June 2023. This exercise involved
searching websites of relevant stakeholders such as educational
institutions, Ministries of Health, professional associations and
insurance organizations. A questionnaire was also developed and
sent to experts working in the field, asking them to provide electronic
links to relevant courses.

The initial mapping exercise found 33 relevant courses that were
included in the pilot digital skills monitor. These courses were
predominantly developed by universities, but also by other
institutions such as Ministries of Health or health care providers.

The institutions organizing training courses were most often located
in Germany (nine courses), followed by the United Kingdom (seven
courses) and France (six courses). Courses were mostly available in
the English language (18 courses), followed by French (eight courses),
German (two courses) and Polish (two courses). Going forward, the
monitor will include information on all education and training
courses developed by the BeWell project and other EU-funded
projects. In addition, a yearly exercise will be conducted to contact
relevant education and training institutions to collect data on other
relevant courses, which will be included in the monitor.

The skills monitor is available at: https:/bewell-project.eu/trainings


https://bewell-project.eu/trainings/
https://digital-skills-jobs.europa.eu/en/opportunities/training?keywords=health
https://bewell-project.eu/trainings/
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4. What are the facilitators and barriers for
implementation and uptake of digital skills
education and training?

Section 4 draws on findings from six focus group discussions in
Austria, Bulgaria, Germany, Italy, Norway and Romania to
consider how up-and-reskilling education and training
initiatives for the health and care workforce can be
implemented and made available more effectively. Focus group
discussions contained a mix of national or regional policy-
makers, health professionals, health managers, researchers and
students and were undertaken between November 2023 and
February 2024. An overview of focus group discussion
participants can be found in Table A1 in the Annex.

Evidence from the six focus group discussions reveal that
factors identified at three levels — macro (European, national
or regional levels), meso (organizational) and micro
(individual) — affect development, implementation and
availability of digital skills education and training courses.
There is much overlap between these areas. Notably,
workforce planning, digital policies and strategies,
regulations (for example, related to continuing professional
education) and financing at the macro-level shaping factors
at both the meso- and micro-levels. For example, whether
organizations (meso-level) are able to implement on-the-job
training requires sufficient funding to hire trainers and
implement digital technologies, while health professionals
being allowed to take time off relies on sufficient staff
numbers being in place — which depends on appropriate
workforce planning. Factors at the meso-level also shape
factors at the micro-level; for instance, leadership that
emphasizes the importance of digital skills training and
builds it into career development pathways may enhance
motivation and provide incentives for health professionals to
undertake this type of education and training.

Detailed descriptions of the three levels of facilitators and
barriers to implementing education and training courses that
emerged from focus group discussions are provided in the
following three sub-sections.

4.1 Macro-level facilitators and barriers

Political leadership, technical infrastructure, funding and
legal frameworks at the EU and national/regional levels
are crucial for successful education and training initiatives

Findings on macro-level factors affecting the availability and
accessibility of digital health training courses are summarized
in Table 4.

Top-level political engagement and leadership emerged as
critical for implementing digital skills education and training
initiatives. However, in some countries like Italy and
Romania, these initiatives were said to be still largely driven
by demand from health professionals and students rather
than top-down leadership. COVID-19 was noted in all focus
group discussions as driving a marked uptake in digital
health technologies, making digitization a priority in all
countries, but in general the focus has been on technical
implementation rather than digital reskilling.

International organizations were also noted as having a key
role to play in up-and-reskilling, especially by providing
financing and developing education and training courses,
especially in non-English languages. Examples include the
European Commission Pact for Skills Initiative and EU Recovery
and Resilience funds. In Romania, it was stated that EU
financial support via the country’s Recovery and Resilience
Plan, together with technical support from WHO/Europe is
being used to train 1000 staff on digital skills by 2035.

A major part of good political leadership in this area was seen
as the development of a coherent policy vision and direction
on digital health up-and-reskilling initiatives. Comparisons
between focus group discussions revealed discrepancies in
terms of the existence of national strategies on digital health
that included reskilling of the health and care workforce as a
core aim. For example, Austria’s new eHealth strategy aims to
ensure that all professions possess adequate digital skills by
2030 (Austrian Government, 2024). Norway's new eHealth
Strategy 2023-2030 emphasizes that health care professionals
must have good digital skills that are acquired through
education and on-the-job training (Norwegian Directorate of
eHealth, 2023). In contrast, Bulgaria, Germany, Italy and
Romania lack national strategies. Resistance from medical
regulators can slow implementation, emphasizing the need for
stakeholder engagement.

Good communication and inter-sectoral collaboration among
stakeholders are fundamental for successful implementation.
In Austria, participants mentioned that, although enhanced
use of digital health technologies had become a political
priority, there was resistance from the medical “chambers”
(namely, regulators of doctors), which in turn had slowed
implementation. In many countries it was noted that there
was sometimes fragmentation between the different
Ministries involved in health care professionals’ education (for
example, health, education and finance) and with other
important stakeholder types (for example, professional
associations, social health insurance organizations, hospitals
and other care providers). It was suggested that the
assignment of clear authority for digital skills education and
training to specific actors was a facilitator to enhance
implementation; this is the case in Norway, which has created
specific national departments and positions for oversight of
digitization of the health sector.

A wider enabling environment in terms of technical
infrastructure, financing and legal frameworks is needed
to support digital skills training and application

In Italy and Germany, fragmentation of digital health
solutions across health facilities and regions was stated as
causing challenges in terms of the transferability of skills.
Harmonizing digital technologies across regions and health
facilities and improving technological infrastructure,
especially in rural areas, were acknowledged as being
important to foster use of digital technologies, and hence
the uptake of education and training. Lack of financial
resources and budget constraints were cited as one factor
limiting the availability of in-person training, especially in
smaller health care facilities or in resource-limited settings,
making online courses an important resource. In Germany,
funding and prioritization for different areas were identified,
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Table 4: Macro-level factors influencing the implementation of digital health skills training for the health and care workforce

Thematic area Examples of facilitators

MACRO-LEVEL

Political engagement and leadership e Digitization of health sector is a political priority to transform service delivery

¢ Enhancement of digital health skills among the health and care workforce is a priority for all
professional groups

o A specific department or institution created to develop a national (or regional) digital skills training
strategy and oversee implementation, and to ensure coordination between all actors involved in
digital skills education and training

Policy, laws and professional regulations o European-level policies and strategies or legislation available to encourage up-and-reskilling (for
example, Pact for Skills initiative, EU directives covering digital competencies, European Health Data
Space)

o National or regional strategy on digital health is available, with skills for health professionals a key
area of focus

e Digital skills training is tied to continuing professional development requirements

Cross-sectoral and cross-stakeholder working e Good coordination and cooperation among Relevant Ministries (for example, health and education)
and stakeholders (for example, professional associations, education providers, health care providers,
private sector) so they work together to plan, develop and fund digital skills courses

Financing ¢ EU and government funding is made available for digital skills education and training initiatives
e Private sector financing is available to support digital up-and-reskilling initiatives — with public sector

oversight

other professions)

¢ Funding efforts between actors are coordinated to reduce duplication (for example, all actors fund
the development of courses on ePrescriptions or for nurses but not for other digital health topics or

Availability and accessibility o Courses are made available free of charge to health professionals

e Courses are available online and to suit different schedules

e Courses are available in national/local language(s)

e Courses are available for people with a disability (for example, with audio description, subtitles)
o Sufficient staffing levels to facilitate time off for training

Notes: Facilitators and barriers are included in this table if they were identified as supporting or hindering development, implementation and
uptake of digital skills education and training initiatives in at least three of six focus group discussions; there are likely to be other facilitators, but
this section only includes results pertaining to focus group discussions carried out by the BeWell project.

Source: Authors’ compilation based on responses given in focus group discussions

with a participant noting that while EUR 4.3 billion had been
made available for investment in digitalization in hospitals in
2021, no additional investment had been made in long-term
care. The EU, national and regional governments, as well as
the private sector (especially noted in Bulgaria), were all
stated as important sources of funding for implementation
of digital health technologies.

Participants in all focus groups suggested that linking digital
skills training to mandatory requirements for basic training or
for continuing professional development requirements where
those systems exist, would oblige health professionals to
undertake digital skills training courses. This may incentivize
stakeholders, such as professional associations, to develop
standardized training programmes and guidelines, which
would lead to consistency in the skills acquired by health
professionals.

A major impediment to undertaking digital skills training
identified in all focus group discussions was a lack of

available time due to high workloads and staff shortages. If
health care facilities are understaffed, meeting immediate
patient care needs is their priority. A shortage of health
professionals also increases workloads and burnout among
existing staff, reducing their willingness and ability to
engage in additional training or to adopt new practices.
Efforts to up-and-reskill the health and care workforce
therefore need to be placed within the wider context of
addressing other workforce challenges through measures
targeting workforce planning, education, retention and
attraction back into the workforce.

Overall, adopting a systematic approach to digital up-and-
reskilling that ties a clear vision and strategy on digital health
transformation to relevant national/regional competency
frameworks, mandated digital skills in education, and the
provision of specific funding can help advance digital skills in
the health and care workforce. France provides an example
of a country that has recently adopted this type of
systematic approach (Box 8).
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Box 8: France has developed legislation to embed digital skills
training in health curricula, based on five areas of competence

The French Digital Health Acceleration Strategy (SASN) 2021-2025 is
a national plan that aims to guide the development of a digital
health ecosystem in France, to make France a leader in eHealth, and
to support the transition to more personalized, predictive and
preventive medicine. A priority action of the strategy is to upgrade
the skills of health care professionals.

To support upskilling efforts, a common digital skills framework for
French health professionals has been developed, to guide the
development of education and training courses and support the
standardization of content. The framework has a total of two
education and training courses attached to it, and contains 15
competencies, organized in five domains, each with specific hours of
allocated training: health data (6 hours), cybersecurity (5 hours),
communication (5 hours), digital health tools (6 hours) and telehealth
(6 hours). It is foreseen that the framework will be updated regularly
to remain relevant with the rapid pace of development of digital
health technologies.

Various education and training courses have now been developed in
line with this strategy, and legislation has been put into place to
mandate implementation into the education of health professionals,
including for: 12 professions in higher education by 2024-2025;
social workers in 2026 and administrative personnel in 2026. It is
planned that 100% of learners in the health sector will undertake
digital health education and training by 2027. Specific funding has
been allocated to support implementation, including (as of October
2023) EUR 122 million for 24 awards to universities to put in place
digital health training programmes for students.

Efforts are also underway to incorporate digital skills education and
training into every part of a health professional’s training pathway,
including via regular and direct hands-on training and feedback from
professionals in the health and care and digital fields. A skills
evaluation platform — PIX pro Santé — is also being developed to
enable health professionals to evaluate and certify levels of digital
competence against the five areas outlined above.

Sources: French Government (2021); EHTEL (2023).

4.2 Meso-level facilitators and barriers

Organizations play a key role in providing education
and training and creating an enabling environment for
health professionals to enhance their digital skills

Findings on meso-level factors affecting digital health
training courses are summarized in Table 5.

Focus group discussion participants noted that leadership
and creating a supportive environment for learning were
instrumental for health professionals to acquire digital skills.
This includes allocating budgets for training opportunities
and facilitating on-the-job training, potentially by hiring in-
house trainers and mentors or providing practical
workshops. In Norway, participants stated that health care
providers are given responsibility and budgets to develop
and provide training to their staff members, which has
boosted participation.

In all focus group discussions, it was emphasized that health
professionals often struggled to undertake training because of
high workloads and limited time. Adapting learning
opportunities to suit a variety of schedules, including by
delivering online courses, webinars, as well as on-site training,
were suggested solutions, alongside organizations permitting
and scheduling time-off — distinct from annual leave
allowances — to attend training courses. This might include
making a certain percentage of time during a working month
or year applicable for undertaking education and training.
Creating time for education and training is nevertheless
influenced by macro-level factors including staff shortages and
working time directives — among others factors.

Peer learning and collaboration with colleagues were noted as
useful for the sharing of best practices and insights related to
the use of digital technologies. Ensuring that digital tools used
for on-the-job training are user-friendly was also identified as

Table 5: Meso-level actors at the organizational and managerial levels affecting the availability and accessibility of digital health

skills training for the health and care workforce

Thematic area

MESO-LEVEL
Organizational leadership and management

support
and training courses

health technologies

e Support from leadership and management in health care provider settings, such as developing
organizational rules and procedures to enable health professionals to take time off to take education

e Providing on-the-job education and training, including ensuring availability of trainers to use digital

Examples of facilitators

Digital infrastructure
implemented

o User-friendly digital health technologies that support the health and care workforce are fully

Notes: Facilitators and barriers are included in this table if they were identified as supporting or hindering development, implementation and
uptake of digital skills education and training initiatives in at least three of six focus group discussions; there are likely to be other facilitators, but
this section only includes results pertaining to focus group discussions carried out by the BeWell project.

Source: Authors’ compilation based on responses given in focus group discussions
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important, because positive experiences of using relevant
applications can contribute to learning and motivate
continued learning in the future. User-friendliness could be
enhanced by ensuring that health professionals were involved
in the co-creation of digital health tools during both design
and implementation during a pilot phase, before being widely
adopted in the health system.

Some participants noted that organizations can also provide
incentives for health professionals to engage in digital skills
training by providing certification(s), other types of
recognition programmes and linking training to career
development and promotion. Education and training paths
tailored to specific competencies and responsibilities can
support learning, with regular skills assessments helping to
identify skills areas that require improvement. Feedback and
recognition procedures can provide opportunities to
recognize skills development, improve training and
encourage continued learning.

4.3 Micro-level facilitators and barriers

Individual motivation can ensure digital skills training
courses are completed, but this is shaped by
organizational and wider structural and policy factors

Findings on micro-level factors affecting digital health
training courses are summarized in Table 6.

Participants emphasised that reluctance to use digital
health tools can be due to fear of job displacement,
preference for analogue methods, perception of difficulty,

lack of trust, or lack of understanding of patient
information sharing. Providing relevant and practical
training materials before the roll-out of digital applications
were identified as being important to overcome these issues.
Poorly designed or insufficient training content can also
foster negative attitudes towards digital health applications.

Digital skills training courses should be accessible to all health
professionals, including being free of charge and available
online. Different training needs according to age should be
considered, with older professionals potentially requiring
more training. Consulting health professionals on the design
of digital health applications can enhance usability. Many
participants, particularly from Italy and Romania, noted that
lack of English-language skills can limit access to training
courses, suggesting the need for education and training
materials in non-English national languages.

Incentives such as financial rewards, linking training to
certification, and allowing time-off for training can motivate
health professionals. However, these incentives rely on
macro-level or organizational policies. High workloads and
staff shortages were noted as the biggest barriers to
undertaking digital skills education and training.

A lack of knowledge of the availability of courses was also
highlighted as a major limitation to the actual uptake of
digital skills training. Promotional campaigns by
organizations and professional associations to raise health
professionals’ awareness of courses were suggested as
necessary to improve knowledge of the existence of digital
training courses.

Table 6: Micro-level factors affecting the uptake of digital skills training by the health and care workforce

Thematic area

MICRO-LEVEL

Examples of facilitators

Accessibility and availability o Health professionals having English-language skills or courses available in national language

o Health professionals knowing what education and training opportunities are available, such as

through promotional campaigns by organizations, professional associations or other stakeholders
(for example, national policy-makers or education and training actors)

Basic training ¢ Having good digital health literacy, with digital skills and competencies taught during basic training

Motivation(s) e Digital health technologies are widely used in the workplace and viewed by health professionals as
helping them perform their role more effectively and are of benefit to themselves and patients, and
are not seen as likely to lead to job displacement

¢ Digital health technologies are easy to use, they reduce administrative burden and can be imple-
mented and co-designed with input for health professionals

o Health professionals take time off for education and training (requires adequate staffing and
organizations permitting time off for education and training — among other factors)

Notes: Facilitators and barriers are included in this table if they were identified as supporting or hindering development, implementation and
uptake of digital skills education and training initiatives in at least three of six focus group discussions; there are likely to be other facilitators, but
this section only includes results pertaining to focus group discussions carried out by the BeWell project.

Source: Authors’ compilation based on responses given in focus group discussions
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5. Conclusion: future actions to improve
digital up-and-reskilling initiatives in the EU

All health professionals in the EU will increasingly need to
use digital health technologies. To ensure that these
technologies are used effectively to improve patient
outcomes and working conditions, it is essential that health
professionals, managers and other related occupations are
equipped with appropriate digital knowledge, skills and
competencies. Although the EU and several of its Member
States have taken steps to support up-and-reskilling efforts,
especially since the COVID-19 pandemic, gaps remain.
Further action at the EU, national, regional and
organizational levels could help accelerate progress.

Developing national or regional competency
frameworks where they do not yet exist can guide
country-specific digital up-and-reskilling efforts

Much work has been done by the EU, national/regional
governments, professional associations, educational
institutions and researchers to understand the digital skills
and competencies needed by health professionals.
Commonly identified competencies needed by health
professionals cover areas including data literacy and
information; communication and collaboration; safety and
security; problem solving and analysis; digital content
creation. Adapting competency frameworks for different
professions or health care sectors, and regularly reviewing
these frameworks and education and training curricula is
important, in particular because of the rapid pace of
technological change and the emergence of Al

Reforms to education and training systems might be
needed to drive up-and-reskilling initiatives

Many EU Member States have yet to embed digital health
education and training in core curricula and professional
training requirements. Digital skills training is often viewed
as an "add-on subject” rather than being integral to health
system functioning (Socha-Dietrich, 2019). There is a need
to accelerate progress in reforming education curricula and
training requirements, addressing gaps in digital skills
education at higher skill levels and for advanced areas such
as big data, Al and genomics. Expanding accreditation
systems for all types of education and training can enhance
motivation for uptake by health professionals and ensure
quality. The EU strategic framework for European
cooperation in education and training (2021-2030) provides
a basis for Member States to cooperate and learn from each
other (EU, 2021).

Adopting a systematic approach can support digital
up-and-reskilling

Adopting a systematic approach can facilitate digital up-and-
reskilling efforts. This includes developing a clear vision and
strategy on digital health transformation, relevant
national/regional competency frameworks, mandated digital
skills in education, and providing specific funding for
upskilling activities. A systematic approach to digital up-and-

reskilling includes developing a clear vision and strategy on
digital health transformation, relevant national/regional
competency frameworks, mandated digital skills in
education, and providing specific funding for upskilling
activities. A regular survey in EU Member States and
EEA/EFTA countries to assess whether these elements are in
place or being developed could help to identify gaps that
might be hindering digital up-and-reskilling. Such a survey
could also assess the current status of digital health skills
and competencies in each countries’ health and care
workforce, to help identify current and future needs, as well
as monitor changes over time to help evaluate the success of
digital up-and-reskilling initiatives.

Political leadership and coordination is needed to drive
forward digital up-and-reskilling initiatives

Strong political leadership at the EU and national/regional
levels is needed to drive digital up-and-reskilling initiatives
and support successful digital transformation. Governments
are responsible for ensuring that the legal environment
keeps pace with technological developments and providing
sufficient funding for implementation (Fahy et al., 2021).
National/regional governments can also create platforms and
partnerships to encourage coordination among stakeholders
involved in education and training initiatives. This body could
also hold and distribute earmarked funding for education
and training initiatives, in particular to ensure that
responsibility for funding professional training does not fall
predominantly on employers, which poses risks when health
care organizations face budget constraints (Kaihlanen et al.,
2024).

Wider workforce issues such as shortages need to be
addressed to ensure that digital up-and-reskilling efforts
are successful

A major impediment to health professionals undertaking
digital skills education and training is the lack of available
time because of high workloads and staff shortages. Efforts
to up-and-reskill the health and care workforce need to
address wider workforce challenges through measures
targeting workforce planning, education, retention and
attraction back into the workforce. Reforms to continuing
professional development systems may be needed to
mandate specific time for education and training within
work hours and ensure that the financial burden does not
fall on health professionals. Flexible options for self-learning,
such as online delivery, can make education more accessible.

Employers also play a key role in both providing
education and training and creating an enabling
environment for learning

Employers play a key role in providing education, training
and a supportive environment for digital skill-building.
Effective digital skill-building requires organizational
leadership, designated funds for staff training, and
accessible on-the-job training. Peer support and
collaborative learning can help staff share best practices and
improve digital skills. Incentives like certifications and
recognition linked to career development can provide
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additional motivation. Tailored education paths, regular skills
assessments and feedback mechanisms can help maintain
up-to-date competencies and foster a culture of ongoing
learning. However, the ability of organizations to provide
funding or time for education and training is shaped by
structural and policy factors in the health system.

Individual motivation can play a role in ensuring that
digital skills education and trang is completed, but is
shaped by organizational, structural and policy factors

Health professionals’ motivation to engage in digital training
is influenced by organizational, structural and policy factors.
Some may be hesitant to use digital health technologies
because of a fear of job displacement, preference for
analogue methods, perception that digital tools are too
difficult to use, lack of trust or knowledge about the
benefits of digital health tools, or lack of understanding of
safety and security issues. Some of these issues may be
caused by poorly designed or partially implemented digital
health technologies that disrupt workflows, making it
important that design and implementation of digital health
systems brings together technical experts and
representatives from the health and care workforce in a
process of consultation and co-creation. Providing relevant,
practical training materials in the national language,
involving professional associations and health professionals
in the design of these materials, and ensuring that they are
available before the roll-out of digital applications can
enhance motivation and understanding.

Improved health workforce planning and forecasting is
an essential aspect of up-and-reskilling initiatives

Improved workforce planning and forecasting are essential
to address skill gaps, forecast future needs, and design
targeted education and training initiatives that keep pace
with rapidly evolving digital technologies. Structured
workforce planning is also key to addressing other health
and care workforce issues, such as staff shortages. Planning
for new and emerging roles related to digital technologies,
such as digital clinical leads, clinical support team members,
clinical informatics specialists and digital clinical safety
officers, is crucial. These roles offer career development
opportunities and help attract new talent to the health
sector. Advances in digital health technologies are also
creating a need for new technical and support roles, such as
knowledge engineers, software engineers, bioinformaticians,
health data analysts, biomedical engineers and cybersecurity
experts. Providing education and training opportunities for
these roles can help develop human capital and skills for the
wider workforce, benefiting the economy even if individuals
end up working elsewhere. It may also help to attract new
and young talent to work in the health sector, which is a key
aim of the EU Pact for Skills for the health ecosystem
(European Commission, 2023).
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ANNEX

Table A1: Anonymized overview of participants and dates from focus group discussion

Country ‘ Participants
Austria 14 November 2023 e Three members from the GOG (Austrian Health Institute)
Germany 20 November 2023 e Representative from the medical doctors association

e Professor of dietetics, representative from the European federation of dietetics
e Senior representative from the Hospital Federation of Berlin

e QOccupational therapist

e Senior representative from association of medical professionals

e Senior representative from German nurses' association

Italy 4 December 2023 e Representative from the Health Agency of Apulia Region

o Representative from H-PASS project

e Representative from Italian Society of Architecture and Engineering for Healthcare
e Representative from Ministry of Health

o Representative from Regional Health Agency Marche

e Representative from ARESS Digital Transition and Privacy Department

e PhD-student in vocational training

Norway 18 December 2023 e Student at Norwegian University of Science and Technology

o Representative from the Department of Public Health Science Health Informatics
e Senior adviser at the Norwegian Directorate of Health

e Senior adviser, Direktoratet for e-health

Bulgaria 19 December 2023 e Senior representative of Quality Management of University Hospital “Ivan Rilski” in Sofia

e Senior representative from the National Consultancy for nurses and midwives at the Ministry of Health
o Representative from Diagnostic Consulting Medical Centre

e Senior representative of National Centre of Public Health and Analyses

e Senior representative from the Medical University in Varna

o A representative of the Bulgarian Union of Physicians

Romania 26 January 2024 o Three medical professionals

o Representative from Cluj University

e Two representatives from Bucharest University

e Representative from the Ministry of Health

o Representative from ENSP (European Network for Smoking and Tobacco Prevention)

Note: ENSP, European Network for Smoking and Tobacco Prevention.

Source: Authors’ compilation.
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